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Source to Tap Monitoring

Event 

Detection for 

Distribution 

and Source 

Water Quality

www.hachhst.com



Sites of Vulnerability

ïSource water

ÅReservoirs, Streams, 

Canals

ÅGround water

ïTreatment Plants

ïFinished Water Reservoirs

ïDistribution System



Monitoring Your Water is a System 

Approach

Source Water Treatment Distribution



Distribution Systems are Vulnerable

to Backflow Events



US Federal Reports on the 
Backflow Risk:

US Air Force, ñA Chemical and Biological Warfare Threat---USAF Water 

Systems at Riskò,1999.

GAO, ñExperts Views on How federal Funding Can Best Be Spent to 

Improve Securityò,2003.

White House/OSTP, ñThe Physical Protection of Critical Infrastructures and 

Key Assetsò,2003.

National Research Council, ñMaking the Nation Saferò,2002

Council of Foreign Relations, ñAmerica Unprepared---America Still in 

Dangerò, 2002.



Examples of Contamination Cases
Å 1970ôs DDT in clearwell

Å 1979 Tampering with fluoridation 
system causes overdose

Å 1980 Disgruntled employee in 
Pittsburgh backflows pesticide 
through hydrants

Å 1981 contamination with a 
herbicide

Å 1983 Israel uncovered Israeli Arab 
plot to poison Galilee water

Å 1985 NY water intentionally 
contaminated with trace levels of 
plutonium

Å 1989 Secret Police contaminate 
water with nerve gas

Å 2000 attempt to contaminate 
water with insecticide

Å 2001 Distribution system 
hydrants contaminated with fecal 
matter

Å Feb 2002 Al Qaeda operatives 
arrested with plans to attack US 
Embassy in Rome

Å Dec 2002 Al Qaeda arrested with 
plans to attack water network in 
Eiffel Tower neighborhood, Paris

Å 2003 Jordan foiled Iraqi plot to 
poison drinking water supplies 
from Zarqa feeding US military 
bases in the Eastern Desert

Å 2006 Strychnine in a Danish well
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Causes of Water Quality 
Excursions in the Distribution 

System

ÅCross Connections

ÅBackflow events

ÅInfrastructure failures (e.g. Pipe breaks)

ÅCorrosion

ÅBio-regrowth

ÅOperational/Mechanical failures (e.g. 
treatment chemical over feed)
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ÅProtect Public 
Health

ÅDetect events in 
the distribution 
system

ÅStreamline 
operations

Event Monitor Detection System

The First complete drinking water event detection 

system



Beijing Olympics

ÅHach Systems selected for monitoring 

drinking water during the recent Beijing 

Olympic games. 



10

Turbidity

Chlorine

pH

Conductivity

Other

Sensor Panels

Total Organic Carbon WDMPsc
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Industry Leading Instruments Included

ÅTurbidity ïHach 1720E

ÅChlorine ïHach Cl-17

ÅpH ïGLI pHD pH probe

ÅConductivity ïGLI conductivity

ÅThe same instruments used in thousands of 

water treatment plants worldwide ïmarket  

leaders in performance and reliability
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SC1000 Controller

ÅSpecially configured for the 
WDMP sc

ÅVariety of I/O

ï4 Digital inputs

ï8 Analog outputs

ï4 Alarm contacts

ïAnalog and/or RS485 Modbus 
connections to recorders, 
PLCs, RTUs, SCADA systems

ÅSeparate mounting from the panel 
for installation flexibility
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Rapid, Flexible Installation

ÅPreassembled! 

ÅMount, plumb, 

wire and measure!

ÅOptional NEMA 

4X enclosure 

available

Common drain with hose barb

Common sample 

connection

Flow orifice ïno rotometers!Pressure sensor

Power, sensor and data 

connections in common 

junction box

Flexible mounting for 

probes ïeasy removal 

and installation

Easy to add ORP probe and 

other probes as available
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Event Monitor 

Å Patented technology

Å Award winning ïR&D 100 award 
in 2005

Å Analyzes sensor data to 
determine baseline

Å Provides info on common events 
related to the individual system 
(Plant)

Å Provides signal that alarms when 
significant system deviates 
occurs 

Å Learns water quality events and 
matches new events with learned 
fingerprints
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How Does the Event Monitor Work?

The Event Monitor analyzes plant 
data, alarms on significant 

deviations from baseline, reports 
the Event Name if found, and 

learns the event fingerprint if not 
already in the Plant Event Library.
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Intelligent Trigger Software Flow Chart
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Plant Vector falls outside the Cone of Match Angle, 
so there is no match

Vector matching in N space

Named Event 

Vector

Named Event 

Vector

Unknown Plant 

Event Vector

Cone of match 

angle
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The Named Event Vector falls within the Cone of 
Match Angle, so there is a match

Vector matching in N space

Named Event Vector

Named Event Vector

Plant Event Vector

Cone of match angle
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Raw Data from Surface Water Facility

Baseline Data
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Real distribution system data is typically complex and difficult to analyze.
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Learning Plant Events

1. Observe and record a significant deviation

2. Store the deviation fingerprint and evaluate

3. If the software does not recognize the event it will 

record the event signature in the Plant Library.

4. Operator provides information on the cause of the 

event and desired alarm level for future 

recurrence 

5. If the event recurs, the Event Monitor will report 

the name of the learned event.

For maximum operational benefit, the operators need to 
participate in the learning process.



Training the Event Monitor

ÅTo teach the Event Monitor to recognize 

specific potential events in your system

ïIntroduce specific events to the Event 

Monitor and name the event in the Plant 

Library

ïSimulate potential concerns such as 

cross-connection with waste water 

contamination event, flushing event, etc.
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The Event Monitor identified each event as the SAME plant event.  
The system recognized a repetitive event, even with differing  

signal magnitudes.
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Plant Chlorine Upsets
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Trigger Signal - no agent
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During normal operation, process deviations are expressed 
by the trigger signal. Plant Trigger Threshold level is set by 
the user.  The 5 parameters condensed into a single trigger 

signal become easy to interpret.

Event Space > Trigger Threshold

Trigger Signal w/ No Contaminant

Plant 

Trigger 

Level = 1.75



A huge trigger signal is obtained from this contamination 
event.  

Plant 

Trigger 

Level = 

1.75

Event



After the Trigger:  

Detection/Classification Algorithm

ÅDeviation Vector Magnitude relates to 

concentration and Trigger Signal.

ÅDeviation Vector Direction relates to the agent 

characteristics.

ÅA Deviation Vector is compared to Named Vectors in 

the Plant Library to determine a match within a 

tolerance.

ÅWhen an Event Vector is matched to a Named 

vector in the Plant library, the name is reported.



ÅOperational events in the water distribution system 

will cause deviations with a magnitude capable of 

causing a Trigger.

ÅThe system learns the fingerprints of events, and 

stores their Deviation Vectors in the Plant Library as 

óUnknownô Events

ÅWhen an event occurs that hasnôt been seen 

before, it will result in an unknown alarm.  The user 

should determine the probable cause and name the 

event in the Plant Library.

Learning plant events
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Testing and Verification

ÅHach Laboratory testing and verification.

Å USEPA/Battelle Environmental Testing Verification  (ETV) 
program testing and certification

Å US Army Edgewood Chemical and Biological Command 
(ECBC) and US Army Corps of Engineers Research Lab 
(CERL) Testing.

Å Dr. Stanley States, Pittsburgh Sewer and Water Authority

ÅExtensive real-world testing, including independent injection 
studies.



What types of contaminants can 

the Event Monitor detect?

Testing of the system has at the Hach Loveland, 
Colorado and at the USEPA facility on a variety of 
contaminants:

Pesticides and Herbicides Including Organophosphates and 
Carbamates, Biotoxins, Bacterial Cultures, Heavy Metals, 
Cyanides, Street Drugs, Treatment Chemicals Such as Fluoride, 
Toxic Industrial Chemicals, Diesel Fuel and Antifreeze.



EPA/Battelle ETV Study

ÅVerification of instrument readings vs. 

reference methods (Loop)

ÅLong term deployment (Loop)

ÅSystem to system variability (Loop)

ÅResponse to contaminants (Loop)

ÅClassification of unknowns (Straight 

pipe)



Dr. Statesô Pittsburgh Testing

ÅTested long-term deployment

ÅDetected real-world events such as Pipe-

Breaks before the catastrophic failure

ÅInjection studies of common chemicals 

including fluoride, fire suppression foam, 

caustic, and other treatment chemicals



Pittsburgh 36 Inch Main Break

ÅA geyser caused by a 

severed 36-inch water 

line erupts.   One of the 

largest water main 

breaks in the city's 

modern history. 

The Event Monitor 
triggered Several Days 
before this catastrophic 

main break!!!
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Downtown 

Pittsburgh Area
Break

Location of 

Instruments

2 Miles
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Workers move a section of new pipe into position 

as the broken 36-inch water main can be seen in the 

background.
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Operational Mistake Case Study

Caustic Overfeed

ÅCustomer received incorrect concentration of 
caustic chemical to feed and did not notice

ÅAdded usual amount to distribution system 
resulting in caustic overfeed

ÅWDMP with Event Monitor alarmed ïnotifying 
customer of adverse conditions

ÅCorrective actions put in place to prevent future 
operational mistakes of this kind

ÅResult: Improved Water Quality
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The plant uses caustic feed to control water pH and experienced 
an operational problem that resulted in the feed of excess 

caustic.   That affected the pH and the conductivity of the water, 
causing the Event Monitor to alarm.  The Event Monitor learned 

this Plant Event and can identify a recurrence of the event.

Caustic Feed Event
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Ammonia Overfeed Events
ÅMarch 26th, 2007 ïmaintenance performed and plant 

restarted. An Ammonia overfeed occurred.  

ÅIncrease in pH noted - operations notified at 16:25.  

ÅOperations reported a problem with the ammonia feed 

pumps.  

ÅThe problem was fixed but a slug of ammonia was sent 

into the distribution system.  

ÅCustomers called, complaining about an ammonia smell 

and taste coming from the tap.  

ÅThe exact amount of ammonia released was unknown, 

but was believed to be less than 10 ppm.
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Ammonia Event

Ammonia Event.   Scott 

Powers noticed the pH spike 

and contacted operations

 at 16:25
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Distribution Flushing Case Study

ÅCustomer experiences poor water quality 
in certain areas of the distribution system 
and did not know why

ÅInstalled series of Distribution Monitoring 
devices

ÅFound ódead endsô and low flow areas 
based on monitoring results; revised 
flushing schedule

ÅResults: Improved Water Quality



Fluoride Overfeed
ÅUtilization of an older water treatment plant while 

maintenance was being done at the new plant.  

ÅA fluoride dosing pump malfunctioned causing the dose 

to increase over time.  

ÅEvent Monitor alarmed and triggered the autosampler to 

take a sample. 

ÅThe operator quickly determined the event was due to a 

fluoride overfeed, and named the fingerprint in the Plant 

Event Library. Future fluoride overfeeds will be identified 

much more quickly.  

ÅUtility responded rapidly, preventing consumers from 

being exposed to potentially dangerous levels of fluoride.



ÅNetwork Individual Event Monitor 

Sites and Source Water 

Monitoring Sites

ÅMonitor system events and 

alarms from any computer in the 

network ïdesk top or lap top ï

up to 50 users at once

ÅTwo-way communication with 

every Event Monitor in the 

network

CityGuardÊ - Source Water and 

Distribution System Monitoring Systems at 

Your Fingertips



CityGuard Ties it All Together



What is CityGuard?

ÅA virtual command center- view the status 

of multiple sites simultaneously ïat a 

glance

ÅAn easy way to drill down into your remote 

instrumentation from your desk, home or 

anywhere with an internet connection

ÅA piece of software that resides on your 

city server and Event Monitor



Benefits of CityGuard
ÅView the status of multiple monitoring points at a glance.

ÅHave bi-directional control of multiple Event Monitors from 
any location with Internet access.

ÅSave time and costs associated with travel to remote 
monitoring sites.

ÅDrill down, view, and analyze water quality data from 
multiple monitoring points from a single location.

ÅMaximize the value of monitoring programs.



Should an event occur, 
Åthe information you obtain from 

CityGuard will help youééééé

ÅVisualize the affected area

ÅAccelerate public health response

ÅMinimize the impact to human 

populations

ÅReduce damage to infrastructure

ÅReduce the cost of remediation 

ÅRestore water service more quickly



Sites equipped 

with Event 

Monitors

Red indicates 

alarm state


